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1
Decision/action requested

This pCR proposes a solution for Key issue #9 specified in study item on AKMA
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3
Rationale

According to the new study driven by the TR 33.835, the 5G system provides cryptographic keys to AKMA Application Functions. Key Issue #9 in this case highlights the potential security requirement to have key separation with AKMA application functions as one AKMA AF can decrypt traffic intended for another AKMA AF. The security requirement related to the key separation in TR 33.835 clause 5.9.3 reads as follows, “The AKMA architecture shall support key separation for different AKMA AFs”. The TR 33.835 does not have any solution to address this key issue. Hence this contribution proposes the solution to address KI#9.
4
Detailed proposal

**** The following is entirely a new text ****
6.X Solution X: Key separation for AKMA AFs using Counters

6.x.1 Introduction
This solution addresses KI#9. The assumption is that the UE has been successfully authenticated by the AAuF as described in the solution 3 or by the AUSF itself. 
6.x.2 Solution details
Once the UE has been successfully authenticated, the UE has necessary keying material to establish secure communication with any AKMA application function. The key separation for a UE between any AKMA application function is supported using a 16-bit AKMA Application Function Counter (AF Counter).  The UE and the AKMA authentication fuction (either AAuF or AUSF) initializes the AF Counter to ‘0’ whenever an AKMA anchor key (KAKMA) is generated for a UE based on a 3GPP credential in 5G. The AF counter can be monotonically incremented for every new application key (KAF) generation and used as an input during KAF generation from the same KAKMA. To derive the application key the UE increments the locally stored AF counter and verify if it matches with the AF counter received from the AKMA application function. If the verification is successful, the UE generates the application key using the received AF Counter and the other AKMA parameters. The AF counter specific to the UE is managed by both the UE and the AKMA authentication function. The AKMA application key is derived as follows.

KAF = KDF (KAKMA, AApF ID, AF Counter)

where AApF ID is the AKMA Application Function Identifier. 

Editor’s Note: The derivation of KAKMA, the derivation algorithm to use and other required inputs to derive the KAF are FFS.
Figure 6.x.2-1illustrates the proposed key separation mechanism.
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Figure 6.x.2-1: Key separation procedure
6.x.3 Evaluation
TBD
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